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CAN-Intrusion 6313 4s goxo ledb! g WS conz 9 -2 Jgu>

Class Label Original Number of Number of
Number of Training Set Test Set
Samples Samples Samples
Normal 14,037,293 9,826,105 4,211,188
DoS 587,521 411,265 176,256
Fuzzy 491,847 344,293 147,554
RPM 654,897 458,428 196,469
Spoofing
Gear 597,252 418,076 179,176
Spoofing

J992 ol 5o (iulejl acgame g (ohjgal degomms Lol 03ls acgorms oz p 95 o0l oo
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Number of Test Number of Training Set Original Number Corresponding
Class Label
Set Samples Samples After Balancing of Samples Attack Type
681,929 1,591,168 2,273,097 - BENIGN
590 100,000 1,966 Botnets Bot
DDoS

DoS GoldenEye

114,210 266,489 380,699 DoS DoS Hulk
DoS Slow-httptest
DoS Slowloris
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47,679 111,251 158,930 Sniffing Port-Scan

SSH-Patator

4,150 100,000 13,835 Brute-Force
FTP-Patator
11 100,000 36 Infiltration Infiltration
Web Attack — Brute
Force
654 100,000 2,180 Web Attack Web Attack — Sql
Injection

Web Attack — XSS

3D diges (oS Slaws b coldl slo WIS g ales ¢ 3445 dbrute-force Bot slo WIS a5 oLl )
Coldl Slids b o 43,5 15 4 (g ien slo diged i sl SMOTE g, cwaicwa (13835 136
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WS S ol Gl e a5 L Al e o
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INTRUSION
Execution Time (S) F1 FAR (%) DR (%) Acc (%) Method
911.6 0.934 5.3 96.3 97.4 KNN
13765.6 0.933 4.8 95.7 96.5 SVM
- 0.9879 0.0 98 98.1 XYF-K
- 0.92 1.76 86.66 87.21 SAIDuCANT

https://ict.benf.ir 12 axio



Mol g Gl yeoint o

8th International Conference ———ar2im)
on Information Technology Engineering, Computer _., o
Sciences and Telecommunication of Iran ULcllbl G,QLD

orqunl S
vl —lclplan
- 0.98 2.0 98.5 - SSAE
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- 0.99 0.0 99.0 99.0 LSTM-Autoencoder
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R PR

CICIDS2017
Execution Time (S) F1 FAR (%) DR (%) Acc (%) Method
15243.6 0.963 6.3 96.2 96.3 KNN
49953.1 0.978 1.48 97.58 98.01 SVM
- 0.98 1.1 98 98.4 MLP
2349.6 0.934 0.001 93.35 93.43 ET
1848.3 0.988 0.145 98.8 98.82 RF
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- - 1.4 98.65 98.13 SU-IDS

- - 1.3 98.6 98.4 STDeepGraph

- 0.9581 4.19 95.82 98.95 DBN

- 0.9504 7.24 98.68 99.63 GAN-RF

- - 0.986 94.10 99.811 DeepCoin
486 0.99 0.078 99.83 99.9 Proposed- Method

Moz glgil gladigas 55105z b 6,01 ol sl 5 lminl » (2w IDS (slaJow plos
5 om esolpniig e 50 g o 0310 (bigel K goled lgie 4y sole sladiges g €alesd lgie &
ol 5 Nl 0 0ils )55k ool ALl alax glgil 3l ools sladigad plod sl 0w IDS gy b))
wateion U &gl oo Jlo,l (65l 5o (c20w IDS 4y 5 gl oo 0018 €S 6?3 (g0l sladigad
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e 2yl gl o9 e 42,8 55 o (iale3T je 0 waz alex £95 S5 s 4 CAN e g5
J2> g gear spoofing DoS cMex glgil (5l .ol sais e0ls (yLis 6-4 Jgo ;0 CAN as-liil ale>
FL kil g yho a4 005 ool o 5 A100 jaseis &5 4 wlgs oo solgiin i RPM

CAN-Intrusion 6313 ac gosxo (Wbl alos £gi p2 3)90 ;0 0 Shoe U 3,1 -6 Jguz

F1 FAR (%) DR (%) Validation Instances Attack Type

1.0 0.0 100.0 1,289,386 DoS
0.848 0.057 73.23 1,193,712 Fuzzy
0.99 0.446 100.0 1,299,117 Gear Spoofing
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0.827 0.258 79.36 5,138,977 Average (CL-k-
means)

0.999 0.003 100.0 1,356,762 RPM Spoofing

0.964 0.125 93.81 5,138,977 Proposed-Method
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F1 FAR (%) DR (%) Acc (%) Dataset
0.9999 0.00004 100.0 99.99 CAN-intrusion-dataset
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